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Objective: This document is a step-by-step guide on how to login 
into the portal, create and edit users, and manage users across 
your organization. 
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1 Login to the portal 

Access NSE Digital Portal (https://digitalexchange.nseindia.com/nse-frontend-
navigation/#/auth) 

1.1 Exchange Portal Login Page 

On the login page, enter your username and password, authenticate using reCAPTCHA 
and click 'Login'.  
You can also use the Forgot Password/Username facility if required. 
 

 

1.2 OTP verification 

If the login details are correct, you will be redirected to the OTP authentication page. 
Enter the OTP received on your email address/mobile number and click 'Verify OTP'. 
 

 

https://digitalexchange.nseindia.com/nse-frontend-navigation/#/auth
https://digitalexchange.nseindia.com/nse-frontend-navigation/#/auth


      
 

4 
 

USER MANUAL 
Frontend 

1.3 Incorrect Password 

If you have entered the incorrect password, system will show an error message on top. 
Retype the username and password, authenticate using reCAPTCHA, before clicking on 
'Login' 
 

 
 
Note: 
Maximum of 5 attempts are allowed before the username is blocked. 

1.4 Forgot username/password 

Click 'Forgot Username' or 'Forgot Password' on the Exchange login screen or 'Change/ 
Reset Password' on login screen in case you have forgotten your username/ password. 
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If email ID or user ID is correct (depending on username/password reset), system will 
send a reset link to registered email ID. Navigate to your mailbox and action the email. 
 

 
 
 
 
 
 
 
 
On clicking the reset link in the received email, you will be redirected to the 'Reset 
password' page. Enter the new password and confirm again. Click 'Reset Password'. 
System will show pop-up confirming password has been reset. 
 

Reset link sent to registered email ID 
In case you try to action the reset link after 
xx hours, system will display that link as 
expired. You need to restart the reset 
process from login page. 
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Note: 
Ensure you follow the password setting guidelines. 
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2 Manage your account 

2.1 Edit Account details 

To edit your details, click the face icon on top right. Then click 'Manage account'. 
Update name, mobile number or email address. Click 'Save changes'. 
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If data entered in any field is invalid, system will show a error message below the 
field. Else, system will display a pop-up enlisting changes made and asking for 
confirmation. Click 'Yes' if everything has been captured correctly. 
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2.2 Change password 

In case your password is due for change (password policy duration), system will throw a 
pop-up informing that it is redirecting you to 'Change password' page. 
Enter user ID, existing password, new password (twice to confirm) and click 'Change 
password'. 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
Note: 
• Ensure new password adheres to provided guidelines 
• If you have entered current password incorrectly for 5 consecutive attempts, your 

username will be blocked. Please contact your admin in such situation. 
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2.3 Logout 

 
If you want to logout of your account, click the face icon on top right. Then click 
'Logout'. Click on 'Yes' on the pop-up asking for confirmation for logging out of all 
active sessions. 
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3 User Management 

3.1 Create new user (access only to Admin) 

3.1.1 Navigate to ‘Create New’ screen 

Click on 'User Management' on left pane. 'New User Creation' screen with 'Create New' 
tab will open by default. 
 

 
 
Note: 
View any pending requests in ‘Pending requests’ tab 
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3.1.2 Select domain name from dropdown.  

If domain name is not present, click 'Add'. 
 

 
 
System will display a pop-up asking for new domain name. Enter a valid domain name 
and click 'Submit' to add your domain to the dropdown list. 
 

 
 
Note: 
• Domains selected through dropdown & entered in the Email ID field should match 

for the user to be created 
• If you enter an invalid domain, system will display an error message below the 

field. 
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3.1.3 Enter details 

Enter credentials such as name, mobile number, user ID, and email ID.  
 

 
 
Note: 
• Criteria for user ID: 

­ 4-32 alphanumeric char. 
­ '@','_' & '.' are allowed 
­ Cannot contain common nouns like 'admin', 'superuser', etc. 

• System will display error message below any field which does not the validation 
criteria. 

• If user ID, email ID, mobile number matches any already existing record, system 
will display an error message. 
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3.1.4 Select User Type 

If there are any validation errors, system will display corresponding error messages 
below the fields. Solve those errors. Click the 'User type' dropdown to select type of 
user. 
 

 
 
 
Note: 
• There can only be 5 admins or superusers for a Member. 
• If you select user type as 'Admin' and the number is exceeding 5, then system won't 

allow user creation. 
• If type is 'Member CA', user must enter CA entity, CA membership no. and CA 

qualification. 
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3.1.5 Choose Bundles 

As soon as you select the user type, the 'Bundles' dropdown will appear. Click on the 
dropdown and select bundles to be assigned to the user. 
 

 
 
Note: 
• Bundles dropdown is auto-populated basis the user type selection. 
• For some user types, bundles are not applicable. 
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3.1.6 Sign Declaration & Create User 

Once bundles are selected, tick mark the declaration checkbox to agree to the terms 
and conditions. Click 'Create User' button. 
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System will display a success message on top in green box. New user is created 
successfully. Instructions to set password and setup 2-factor authorization are sent to 
the user's email ID. 
 

 
 
Note: 
• Maximum 50 users can be created for an entity. 
• If this limit has been reached, request will be sent to NSE for approval. 
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3.2 Pending requests 

3.2.1 Check Status 

Click 'Pending request' on the menu bar to view pending requests. Click 'View checker's 
notes' and system will display a pop-up with comments from checker as to why the 
request has been rejected. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

Checker notes for request that has 
been rejected 
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3.2.2 Withdraw Request  

Click on cross icon next to 'Status' column for withdrawing any pending request. System 
will throw a pop-up to confirm withdrawal. Click 'Yes'. System will then show a 
withdrawal success message on top. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

 
 
  

Request successfully withdrawn 
message on top 
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3.3 Modify user access (access only to Admin) 

3.3.1 Navigate to ‘Edit user; screen 

Click on 'User Management' on left pane. 'New User Creation' screen with 'Create New' 
tab will open by default. 

 
 
  



      
 

21 
 

USER MANUAL 
Frontend 

Click 'Edit User' on the top horizontal bar to modify access rights for a user. 
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3.3.2 Search User ID 

Enter the User ID of the user to be modified in the search box. Click 'Search by user'. 
Existing details of user will be displayed below. If there is any error in user ID, system 
will display error message below the user ID field. 
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3.3.3 Change User Type or Bundle access 

Choose new user type from the dropdown (if needed). 
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Select Bundles to be assigned to the user. This can be done with/ without changing the 
User Type. If User Type is modified, then bundles need to be selected afresh. Click 
'Create User'. 
 

 
 
 
On clicking 'Create User', system will display pop-up to confirm changes. Click 'Yes'. 
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System will display a success message on top in green box stating that changes to user's 
access rights have been updated successfully. 
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3.3.4 Activate/deactivate user login 

Click 'Login access' on the top horizontal bar to activate or deactivate users' login. 
Search user ID in search box and click 'Search' to modify login access for specific user. 
You can view user status in the user list given below. 
 

 
 
 
System will display a success message on top in green box stating that user access has 
been updated successfully. 
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4 Session management (access only to Admin) 

4.1 Navigate to ‘All Users’ screen  

Click on 'Session Management' on left pane. 'All users' screen will open by default. 

 
 

4.2 Search User ID & Kill Session 

Search by typing specific user IDs in search box and click 'Search'. If search is valid, 
results will be displayed in table below. Select checkbox against that user and click 
'Kill session'. 
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System will display pop-up asking for confirmation to kill selected sessions. Click 'Yes, 
kill sessions' to logout selected users immediately. System will display a success 
message on top in green box stating that selected users have been logged out 
successfully. 
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5 Recertify user 

Your registered email ID will receive an email asking you to recertify your account for 
security reasons every 3 months. Click the link in email to reach login screen. Enter 
your current password and click 'Login' (other details pre-populated). If password is 
correct, you will be considered certified. 
 
 

 
 
Note: 
• If user does not recertify within 15 days of receiving the email, his/her user ID will 

be disabled. 
• User would be barred from logging-in in future and would be asked to contact 

Member company’s administrator. 
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